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STEVENSON SCIENCE LECTURE – 23 FEBRUARY 2011 

 ROYAL HOLLOWAY, UNIVERSITY OF LONDON 

 

“How can the science, technology and business management communities play a 

leading role in shaping an uncertain environment?” 

 

BACKGROUND 

1. Since the earliest times science and technology have acted as a 

catalyst for change. In the 18
th

 Century, in the initial stages of the 

Industrial Revolution, scientists, mathematicians and engineers not 

only led the development of their ideas, but also led the 

implementation of their visions into capabilities and industries that 

enabled Great Britain to achieve unprecedented business advantages.  

2. This competitive advantage was not sustained through to the 20
th

 

Century. The pages of scientific journals over recent years have 

contained many examples of scientific innovations that have not been 

developed nationally: this has left our most capable scientists to see 

the fruits of their inspiration being exploited by foreign companies 

and, all too often, manufactured in foreign countries. There is no 

reason why this state of affairs should continue. 

3. A previous Director General of the Institute of Directors put it 

succinctly –  

 “In an increasingly competitive world, what is the future for 

the UK? What will keep it in the top league of advanced 

nations and leading economies?” 
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4. This poses the question “How can the scientific and business 

communities play a leading role in an increasingly complex and 

uncertain environment?” 

5. A range of challenges calls for our attention. Let me highlight them 

by posing some further questions: 

a) What are the social, political, economic and ethical implications 

of the Information Revolution for democratic societies? 

b) Why has it taken so long for Government and private sectors to 

acknowledge the true value of Information and Knowledge as 

critical business assets to be developed and protected? 

c) How was it that Government was able to bring a massive, 

national Identity Data Base to the brink of introduction into 

service with no concept of use or ethical framework? 

d) How was it that Government inspired and funded a nationwide 

programme of CCTV cameras and Automatic Number Plate 

Readers without a concept of use or formal business case? 

In addressing this topic, I have chosen to limit the scope to that of 

„Information and knowledge as key national assets.‟ However, the 

conclusions that I shall draw can be applied more widely across other 

capability areas. 

6. As a preface to my remarks this evening, I would like to 

acknowledge the contribution made over the past 20 years or so, by 

Royal Holloway‟s Information Security Group. It could be claimed 

that the Group was a world leader in founding the world‟s first MSc 

in Information Security in 1992 – and, indeed, establishing 

Information Security as an academic discipline. This was undertaken 

in consultation with nearly 30 companies and with government 
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departments. The scale of the undertaking is illustrated by the 

establishment of an impressive community of some 2000 alumni in 

over 40 countries, emphasising the point that this is a multinational, 

cross community endeavour – scope of their research on ISG website. 

It seemed entirely fitting that the College received the Queen‟s 

Anniversary Prize for Higher and Further Education in 1998: this in 

recognition of the work of the Information Security Group.  

I note that the formation of a Group acknowledged that this needed to 

be a cross-departmental enterprise, engaging the knowledge and 

experience of the wider academic community.  

This was a far-sighted move. The cross-departmental approach is 

equally relevant across schools, colleges, universities, public, private 

sector and international boundaries. 

7. However, despite this pioneering work, and the launch of the first 

National Information Assurance Strategy in 2004, accompanied by 

clear direction to departments from the Cabinet Secretary, we saw a 

series of really serious security breaches, across government and 

private sectors, many including breaches of the Data Protection Act. 

 

AIM 

8. My aim this evening is, therefore, to set out the case for an urgent, 

invigorating, discussion between and across academic communities, 

perhaps leading to a New Age of Enlightenment, in order to inspire 

new thinking and research into the social, political, economic, legal, 

ethical and technological implications of the Information 

Revolution.... 
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.... to raise awareness of the role to be played by academics in 

leading the thinking ..... 

.... in particular, in how best to build an intelligent, informed, 

customer and user community ... 

.... and to generate greater national engagement in enabling the 

potential benefits of Information and Communications 

Technologies to be realised safely and securely by all. 

 

CONTEXT 

9. Such discussions should engage large and small enterprises across 

the public and private sectors, establishing an understanding of the 

need for knowledge and skills. An informed „sponsor/employer 

community will be better able to describe the qualifications needed of 

their recruits.  

This will enable us to develop educational offerings at bachelors and 

masters level, underpinned by appropriate GCSE and A level courses.  

10. In parallel, there is a need to work with the professional 

institutions, and with private and public sector leaders to define the 

current and evolving needs for skills and competences in an 

information-based economy. 

11. Why have I chosen the themes of Information and Knowledge? 

Simply, because I see the UK being critically dependent on the safe 

exploitation of knowledge and information for inspiration, innovation, 

and business benefit – needing assurance that Communications and 

Information Systems will protect the information they handle, as they 

need to, when they need to, under the control of legitimate users. 
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12. As we address this important subject, we need to acknowledge the 

real and strategic influences on our activities. These include the 

following: 

 Timescale: 2011 – 2015 

 Government Policies – and, in particular: 

o Comprehensive Spending Review 

o Digital Britain – published early last year – still in play 

o Strategic Defence & Security Review (SDSR) 

o National Security Strategy (NSS), leading to an update of 

the National Cyber Security Strategy and National 

Information Assurance Strategies - issued last year. I 

understand that these will be updated this year 

 

 Continuing pressures to reduce operating costs, through staff 

reductions and reorganisations 

 Increasing use of outsourcing and sharing of business functions 

and consequent Interdependence of Businesses 

 National/International Security Threats  

 Serious Organized Crime and terrorism exploiting the internet 

 ID theft and theft of industrial intellectual property 

 Straitened National Finances 

 Technology freely available and virus software available free 

 

(POLICY FOUNDATIONS) 

 

13. In this complex and uncertain environment, government policies 

are still developing, but we have some foundations on which to build 

in the area of national security. And it is important for leaders in the 

science field to have an understanding of this strategic context, in 

order to exercise their role effectively.  
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We should be aware of some of the most significant issues that 

emerged from the National Security Strategy and from the Strategic 

Defence and Security Review and of their implications. I shall 

highlight them and draw some deductions as I proceed: 

 

14. (Foreword to National Security Strategy.) The first paragraph of 

the Prime Minister‟s Foreword to the National Security Strategy is 

headed “A Strong Britain in an Age of Uncertainty.”  

 

It goes on to highlight that ....  

 

“Britain today is both more secure and more vulnerable than in most 

of her long history.  

 More secure, in the sense that we do not, currently, have to face 

a conventional threat of attack on our territory by a hostile 

power.  

 But more vulnerable, because we are one of the most open 

societies, in a world that is more networked than ever before, 

with new threats that can emanate from state and non-state 

actors: terrorists, home-grown or overseas; insurgents or 

criminals.  

 Terrorism, cyber attack, unconventional attacks, using chemical, 

nuclear or biological weapons, as well as large scale accidents 

or natural hazards – any one of these could do great damage to 

the country ....... 

 

15. His Foreword continues ... 

...... “In an age of uncertainty, we need to be able to act quickly and 

effectively to address new and evolving threats to our security.  
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That means having access to the best possible advice and, crucially, 

the right people around the table when decisions are made.  

 

It means considering national security issues in the round, recognising 

that , when it comes to national security, foreign and domestic policy 

are not separate issues, but two halves of one picture.”  

 

 The National Security Strategy highlights the need for being 

prepared to cope, effectively, with the unexpected - and sets 3 

clear priorities. These are: 

o Counter-terrorism 

o Cyber 

o International military crises ..... and disasters, such as 

floods 

 

 It also states the intent: 

o To spot emerging risks and to deal with them before they 

become crises (Anticipation & Preparation) 

o To build a much closer relationship between the 

Government, private sector and the public. (Co-operation) 

 

17. I offer the following observations and deductions. You may find it 

helpful to consider these thoughts in the context of a major 

telecoms/IT service contract, with yourself in the role of provider, 

advisor, major customer or user in the early stages of a major 

negotiation: 

 

18. The majority of the issues addressed in this government strategy 

were present a decade ago, but the advance of technology and, in 

particular, the expanding use and abuse of the internet, have 
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sharpened the political/strategic focus and the need for urgent 

discussion and decisive action across all communities. 

 

19. The following official statistics for data breaches in 2009, quoted 

last year by the Deputy Information Commissioner, are sobering: 

 

 Over the past 2 years 960 data breaches were reported to them – 

average 40 per month 

 287 breaches in the NHS – a third of all breaches 

 271 breaches in the private sector 

 81 breaches from central HMG departments 

 300 losses due to the theft of unencrypted mobile devices 

 240 due to simple human error 

 

 

20. It seems to me that the continuing losses of corporate and private, 

personal, data by government and private sector enterprises are, to a 

significant degree, due to a general lack of understanding of the 

issues: 

 by the leadership across and within the public, private sectors 

and ........ 

 at the personal level, by private, domestic, users. 

 

(IMPLICATIONS OF A NETWORKED SOCIETY) 

 

21. One of the most important issues for leaders to understand and 

manage, is Managing Complexity and uncertainty in a fast moving, 

networked, society. This is an area in which academia has a leading 

educational and advisory role to play. 
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Continuing Globalisation and the pressures on businesses across 

private and public sectors to reduce operating costs leads to increasing 

outsourcing of key functions: the outsourcing of HR, payroll and ICT 

services are typical of this. Such initiatives result in complex 

interdependencies across internal, external and international 

boundaries.  

 

22. These interdependencies are manifest in all organisations that are 

dependent on the use of the internet and telecoms services. Achieving 

and sustaining effective oversight of the efficiency and effectiveness 

of these relationships presents significant governance challenges. It 

obliges boards to review governance processes with particular rigour 

.... 

 

.... and to ensure that business unit leaders have the ability to identify 

risks and to manage this increasing degree of complexity, both in 

„business as usual‟ and in crisis. 

 

(DEDUCTIONS).  

 

(Interdependence).  

 

In developing this theme, I believe that there is a need for leaders at 

all levels to have an understanding of systems and interdependence. 

This is embedded in the culture of engineers, but needs to be 

ingrained in the DNA of all those who aspire to positions of 

responsibility and, particularly, those who in earlier times might have 

considered the systems engineering discipline irrelevant to a role in 

policy, strategy, HR or finance.  
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As an aside, it would be interesting to know if the leaders of the 

Councils planning to share back office support functions, are 

addressing this ......... 

 

Central government and major private sector companies, already 

committed to innovative partnering contracts, have identified the 

scope for significant savings in capital expenditure by acquiring 

technology and software from sources that had not, hitherto, been 

considered to be trustworthy.  

 

The responsibility for assessing the risks and business implications for 

all business partners – and making the subsequent executive decisions 

- can only be taken at Board level. I believe that Board members must 

be prepared to address such issues as part of normal business, 

ensuring that contracts are structured accordingly – and risks 

rigorously addressed. 

 

(Enlightened Contracting). In this environment, contracting for 

services that involve external partners and a supply chain calls for an 

enlightened approach: 

 

 Potentially, all parties can benefit from contracts of significant 

duration, 

 Properly structured, these can enable risks to be rigorously 

defined and jointly managed;  

 Governance, accountability and processes to be agreed; and .. 

 Appropriate investment to be made, in infrastructure and in 

recruiting, educating and training staff.  
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However, a key factor is the joint understanding, by the key parties, 

that information risks cannot be transferred - but that they can be 

jointly managed, with mutual benefits, through co-operative working, 

within a contractual framework, based on trust and straight dealing at 

all levels.  

 

Such an approach will provide the foundations for success. But the 

most innovative agreements reached between senior leaders will fail if 

implementation is left to un-briefed contracts staffs, pursuing old, 

flawed, practices.  

 

Good practice is for both parties to place capable, well trained, people 

at their operational boundaries, with appropriate authority to make 

prompt decisions in order to maintain business momentum. 

 

 

(PACE OF CHANGE) 

 

23. It seems to be widely accepted that organisations will continue to 

reduce staffing levels and to reorganise. Technical advances will 

continue, apace, presenting opportunities to do different things and to 

do things differently.  

 

Technology will continue to be a catalyst for change, with the 

competitive advantage being gained by individuals and organisations 

that are able to achieve greater business tempo – achieving the 

business benefit ahead of rivals.  

 

Exciting new capabilities are emerging. For example, building on the 

success of mobile phone technologies, the providers are seeking to 
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offer the facility for texting money, effectively providing a physical 

wallet in a mobile.  

 

However, in their understandable haste to achieve competitive 

advantage, there is a real risk that security issues will not receive early 

or adequate attention. The implications are not evident to prospective 

users. 

  

24.  At this stage, I deduce that to be effective, in this uncertain, fast 

moving environment, 21
st
 Century leaders need to have an 

understanding of the implications of business dependencies - of the 

key interactions between people, processes and technology - and of 

the basics of risk management, particularly those risks related to 

information and data. They can then ensure that security risks are 

treated concurrently with technical risks. 

 

25.  (The evidence over the past 5 years is that these issues are not 

well understood, which raises the question: 

 

 – “Are these topics being offered and adequately addressed within 

curricula at schools and university, in arts, science and management 

courses?)  

 

I surmise that, with a few exceptions, they are not. Consequently, 

organisations are operating at considerable risk, with significant 

implications both locally and nationally). 

 

26. The track record of delivery of government initiatives and major 

programmes over the past decade has been abysmal. This does not 

reflect a lack of personal or financial commitment: my observation is 

that it reflects a lack of understanding of the complexity of the 
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environment and, in particular, those key interactions between people, 

technology and processes – and how to lead and manage uncertainty 

and change. Until this widespread lack of understanding is addressed, 

particularly across the public sector, major initiatives will continue to 

fail.  

 

27. Today‟s complex scenario calls for real leadership, by example, 

from Cabinet level, through executive boards, informed by audit 

committees, down to business delivery unit level, across the public, 

and private sectors, in which I include academia and the charity 

communities.  

 

28. It is in this crucial area of leadership and, in particular, in the 

education of the current and future generations of enlightened leaders, 

that the academic community has a key role to play, now, and for the 

foreseeable future. I wish to develop this theme for your serious 

consideration and engagement.  

 

29. Although I shall confine my comments to the exploitation and 

protection of knowledge and information as key national and business 

assets, the general approach is more widely applicable. 

 

(LEADERSHIP IN THE 21
ST

 CENTURY) 

 

30. (My working definition of leadership is “The capacity and will 

to rally men and women to a common purpose and the character, 

energy, professionalism and communication skills to inspire and 

sustain confidence.”) 

 

31. This scenario also calls for the ability to see the big picture and 

the interdependencies between key stakeholders and enterprises; to 
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identify what contribution is necessary to deliver success and to 

ensure that it is delivered, despite the uncertainty and changes that 

may occur along the way. 

 

31. Some time ago I undertook a study, interviewing a number of 

captains of industry to identify their view of the characteristics they 

sought in their leaders. I offer these „Winning Themes‟ for your 

consideration in answering the question posed – To remind us ...... 

 

“How can the scientific and business communities play a leading role 

in shaping an increasingly complex and uncertain environment?” 

 

 

32. Winning Themes. The winning themes they identified were: 

a) Professional confidence. 

b) Business tempo and agility.... and .... 

c) Business translation. 

 

33. I shall develop these themes for your consideration. In an 

uncertain and fast moving world, leaders are expected to be confident 

and to inspire confidence. However, leaders from technical and non-

technical communities are becoming increasingly interdependent, 

whether in customer/supplier or in sponsor/policy maker advisor 

relationships. Historically, the Oxbridge arts graduate could effect to 

understand nothing of science and might still have credibility in 

constructing policy and strategy at board level in public and private 

sector. Such a posture is now fraught with risks to all parties.  

 

34. As I have already mentioned (twice), most issues affecting 

communities, businesses and the environment imply an interaction 

between people, science, technology and processes. This is widely 
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recognised in the Business Schools and by engineers, but its relevance 

and significance can only be imparted through education and, from 

the earliest stages, confirmed through to undergraduate and post 

graduate courses. In my view, this is one of the most important 

messages that this community has to impart. It is a foundation of 

effective leadership, on which your current and future charges will 

rely throughout their careers.  

 

In my view, a key leadership attribute is „Understanding People‟: 

 

35. Having been closely involved in post graduate education with 

Cranfield University, I know academics to be astute observers of 

people; some with a real talent for research; some for teaching; and 

some for both.  

 

Each will have learned how best to impart their knowledge and 

understanding to the widest range of backgrounds and abilities. This 

is both an art and a science but, to be truly effective, leaders in 

teaching need to enjoy the company of people and to be effective 

communicators.  

 

36. (Developing the Theme of Effective Communication.) In achieving 

effective communication, the subject of Information Risk/Information 

Assurance represents a particular challenge. The quotation of Sir 

Francis Darwin, although from another era, is apt. It is as follows: 

 

“But in science, the credit goes to the man who convinces the 

world, not to the man to whom the idea first occurs.” 

 

Convincing „the World‟ of the need to understand and manage 

information risks effectively is a huge challenge, demanding 
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leadership in thinking through the issues; the real business case for 

individuals, government and private sectors; and communicating the 

key messages, simply, clearly and effectively. Again, I believe that 

this community has a leading role to play. 

  

37 (Communication.) A cursory overview of the past 35 years of IT 

(formerly termed ADP) reveals, in many communities, the relegation 

of the technology and its exploitation to the expert community. In 

those early years, the absence of effective engagement and 

understanding by business leaders at board level, the expert 

community, doggedly, drove development forward, with the principal 

investment coming from the defence and security communities. 

However, the reluctance of the user community to engage left the 

experts to develop their own language to address the new elements 

and functions that they were evolving. This isolated them, further, 

from the world of policy makers, and end users.  

 

38. This era may be coming to an end, as Generations X and Y 

emerge, but the key lesson for us is that expert communities, whether 

in the Science & Technology, Information Risk and Assurance, or 

Cyber Security communities, must use language that is intelligible to 

lay users – must understand the environment of business & customers 

– and must earn the trust, confidence and respect of board members.  

 

39. For their part, the lay leadership communities must understand 

that the responsibilities for managing information risks lie at board 

level - they cannot be delegated wholesale to the security community. 

 

40.  (Understanding the Customer and User.) A very significant 

proportion of corporate budgets is allocated to investment in 

information and communications services. In many cases, projects 
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have been approved without the necessary scrutiny of the real 

information needs of the business. A rigorous study of customer/user 

needs, business benefits, costs and risks must precede the 

commitment of major funding. There is a need for a community of 

educated, intelligent, customers across the government and private 

sector communities. We need to address this – and this community 

has the necessary contacts to facilitate it. 

 

41. In the Defence community a major transformation occurred 

prior to the Defence Review of 1998. The community of senior users, 

representing the future equipment needs of the Royal Navy, Army and 

Royal Air Force, adopted what was termed a „Capability Approach‟ to 

defining their future equipment needs to politicians, industry and to 

the R&D communities. (In brief, a Capability was defined as „a 

function or set of functions that delivered operational effects‟).  

 

42. Therefore, instead of retaining the traditional organisation of 

operational requirements branches in uniformed service stovepipes, 

they were transformed into Joint Service teams by capability – 

Information Superiority, Battlespace Manoeuvre, and Precision 

Attack.  

 

43. The area of most interest to this community is the Information 

Superiority Capability area, tasked with sponsoring an integrated set 

of capabilities for HM Forces that would deliver „superior knowledge 

at the point of decision‟. This business transformation had an 

immediate impact on thinking, on the R&D communities within 

government and in the private sector. It placed an obligation on both 

to understand and define the future capabilities required over the next 

20 years and the S&T challenges that were implied.  
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44. In a nutshell, there was an urgent need to ensure that the 

uniformed service users (who knew what was wanted in terms of 

operational effects) could understand what was technically possible, 

in what timescale, and at what risk.  

 

45. As I have indicated, this shared understanding has to be 

established at the conceptual stage of projects and developed 

throughout the life of the project. 

 

46.  This new approach represented a major challenge for the 

scientists and engineers to understand the business of defence in a fast 

moving defence and security environment - and for the military user 

community to understand the realities of rapidly evolving 

technologies.  

 

47. Both communities began to address topics of increasing 

importance to military users, scientists, engineers and project teams. 

These included component obsolescence, information risks implied in 

integrating new and legacy IT infrastructure, systems integration and 

Electromagnetic Compatibility. Issues such as „outsourcing‟ and „off-

shoring‟ key information services had not yet emerged. 

 

48. Significantly, and to his great credit, the Chief Executive of the 

Defence Equipment Research Agency (DERA) responded to these 

changes with a complete and rapid reorganization of his 

establishments in order to enable his scientists and engineers to relate 

directly to the users, who were sponsoring the research and 

development activities.  

 

49. Major efforts were then made to brief Industry partners and 

R&D establishments to explain how our new approach to equipment 
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capabilities was changing, enlisting their support and innovative 

ideas. This proved to be a major transformation in the links between 

operational users and scientists.  

 

50. As you may know, MOD scientists continue to be regular 

visitors to operational theatres today, playing a crucial role in 

analysis, advice and support. Some of you will have been involved. 

 

52. (Understanding the Business.) Many years ago, as a young 

Lieutenant Colonel, my role as an instructor at the Royal Military 

College of Science included acting as Course Secretary for an MSc in 

Gun Systems Design: this was geared to build a cadre of gun 

designers in government R&D establishments, project teams and in 

Industry. I was able to arrange for the Professor and all the graduates 

to spend several days in the field, as members of gun detachments, 

live firing with a regiment in Germany.  

That experience transformed their understanding of the realities of 

gun design and of the way in which combat soldiers would use their 

equipment. They continued to enjoy careers with gun systems.  

 

The professor became a highly respected authority on gun design, 

whose advice was sought in selecting the next generation of tracked 

artillery guns. Surely, the principle of understanding the true business 

context of new IT and comms capabilities is essential to the aspiring 

graduate.  

 

53. Understanding the potential of technology to deliver business 

benefits or operational effects is an important leadership attribute. 

Conversations between scientist, engineers and enlightened users, 

with a sound understanding of the business/operational environment, 
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reveal the potential for technology to deliver new or improved 

competitive, advantage.  

 

Such vision, informed by an understanding of the risks implied (in 

integration, programme management and implementation), can 

deliver successful programmes.  

 

However, the shelves of the National Audit Office and Parliamentary 

Select Committees are stacked with reports of failed and costly 

programmes. The reasons for failure, carefully set out, are remarkably 

consistent – and ICT programmes feature prominently.  

 

Why does this happen?  

 

Why are the lessons identified not learned?  

 

54. (Building Knowledge.) Shortcomings in the knowledge of 

customers, programme sponsors and governance bodies lie at the 

heart of these continuing failures. In my view, timely, targeted, 

education of policy makers, boards and programme teams is critical to 

achieving success and the avoidance of large scale waste of time and 

money. This is not a failure in technology – rather a failure in 

leadership. 

 

55.  Leaders are responsible for identifying the current and future 

needs of the business; recruiting, developing and sustaining teams 

with the knowledge, skills and personality to meet those needs; and 

the potential to cope with future challenges and opportunities as they 

arise. Ideally, the majority of decisions can be taken at a low level in 

organisations. This builds confidence and increases the agility of 
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organisations. Inevitably, some decisions calling for novel solutions 

or creating precedents, require senior intervention. 

 

56.  I recall 2 examples of senior intervention in faltering, 

innovative, programmes, when a timely, open and constructive 

conversation with the Chief Executive of the Prime Contractor, 

outside the constraints of the Contract, led to major changes in both 

projects. The „recovery plans‟ involved extensive changes to the 

staffing of both programmes at significant cost to the Contractors, but 

delivered success. Mutual trust, respect and a deep commitment to 

deliver were critical to that success. 

 

(BUSINESS TEMPO AND AGILITY) 

 

57. The second theme identified by the senior industrialists was 

„Business Tempo and Agility‟. Stimulated by war and other national 

crises, the country has looked to academia for scientists, 

mathematicians, engineers, doctors, linguists and business 

management experts for inspiration and support. Their achievements 

were crucial in developing key capabilities at speed and in 

implementing new production processes.  

 

58. Names like Isambard Kingdom Brunel, Robert A Watson Watt, 

the leading figure in developing radar in the UK, RJ Mitchell the 

designer of the Spitfire, Sydney Camm, the designer of the Hurricane, 

and Prof Barnes Wallis provide outstanding examples of leadership, 

inspiration, innovation and utter determination to succeed.  

 

59. Today Sir Tim Berners Lee and other great innovators carry the 

torch. The lesson for us is that, despite the hindrances of bureaucracy, 

personalities and processes, they achieved success.  



 

©  Sir Edmund Burton  2.3.11 

 

 

 

60. The benefits and characteristics of their approach included: 

 

a) Their ability to see a strategic threat or technological 

opportunity and to develop a technical solution, despite the 

inertia of key decision makers. 

 

b) Their ability to communicate and to demonstrate the capability 

to non-scientific, non- technical, decision makers, with the 

persistence and determination to achieve success – and .. 

 

c) Their ability to produce technical solutions that could be 

upgraded as operational use demonstrated the benefits – 

currently termed stretch-potential. 

 

 

61. Points to Ponder.  

a) Do we provide sufficient encouragement for undergraduates and 

graduates to study past projects, in order to understand the key 

factors contributing to success or failure? If this is already 

undertaken, is it sufficiently developed? 

 

b) Are we addressing the real education and training needs, both 

for undergraduates and for graduates in employment, taking 

account of employers‟ reluctance to release key staff for 

traditional 1 or 2 year MSc courses in IA and related subjects?  

 

c) The well-established part-time/executive MSc courses are 

available. Are they evolving fast enough to accommodate the 

multi-disciplinary nature and pace of cyber-thinking – 
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behaviours, technologies, governance, forensics, law, regulation, 

standards etc? 

 

d) I would like to highlight the need for some urgent work on the 

legal dimensions of Information Security and Assurance. With 

the distinguished exception of Stewart Room, and colleagues, 

inadequate attention has been given to this area. It is not too late 

to tackle this, but it is both important and urgent and requires a 

multi-disciplinary approach across academe. 

 

(Competitive Surprise – General Fuller). 

 

62. The notion of increasing the pace (or business tempo) of an 

organisation is not new. I would like to offer you a quotation (of 

General Fuller) from a military setting, confident that it will provide 

you with food for thought. It is equally relevant in a competitive, 

commercial, setting, in which technology is available to all and in 

which „speed to market is crucial. 

 

 “You can surprise an enemy with his eyes shut or open. 

In the first case, you do something he does not expect;  

 ...... in the second, something he cannot meet.” 

 

In a commercial setting, it might read: 

 

“You can surprise competitors with their eyes shut or open. In 

the first case, you do something they do not expect; in the 

second, something they cannot meet.” 

 

63. You can think of instances in which establishing significant 

business tempo has not been achieved, or sustained, or in which 
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there has been insufficient agility in responding to an opportunity 

or threat. 

 

64.  In contrast, close partnerships between government scientists, 

academe, programme managers and industry have met urgent 

operational requirements, with response times of days and weeks 

for deployment in operational theatres at home and overseas. Eg 

the Falklands campaign, Bosnia, Iraq and Afghanistan.  

 

In each case key factors have been leadership, effective partnering 

and commitment to succeed – and, I would argue these principles 

should be studied, understood and applied. 

 

(BUSINESS TRANSLATION) 

 

65. The third theme raised by the private sector leaders was that of 

„Business Translation‟.  

 

a) This acknowledges that „Best practice lies outside one‟s 

own organisation – and innovation frequently occurs at 

business and cultural boundaries, when good people meet.‟  

 

b) Leaders at all levels need to be attuned to these 

opportunities, and to encourage them, so that inspiration, 

innovation and good practice can be adapted and adopted 

to deliver real business benefits. 

 

c) The skill is the ability to pick winners – to make 

connections, to analyse, adapt and adopt (Over past years 

the Business Schools have successfully drawn lessons 

from the military community in leadership and 
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management, and in coping with uncertainty, risk and 

organisational change. In turn the military community has 

translated and adapted ideas such as „just in time‟ logistics 

to good effect) on operations.  

 

d) Hopefully, such constructive dialogues will continue. (eg 

Cranfield courses in Disaster Management and PITO 

design for Central Customer). 

 

e) Effective formal and informal networking within, across 

and between networks should be taught, exercised and 

encouraged by leaders.  

 

LEADING CHANGE IN A COMPLEX AND UNCERTAIN 

ENVIRONMENT 

66. These thoughts are offered, based on well over 40 years 

experience of leadership and management in the defence, security and 

policing communities, involving several government departments and 

many large and small private sector businesses that provide systems 

and services to HMG. The thinking addresses the opportunities for a 

broader, more effective approach to the leadership and management 

of change in an uncertain and complex environment. 

 

SUMMARY 

 

67. I have highlighted the complexity, pace of change and uncertainty 

implicit in the current national and international environment and its 

impact on individuals and organisations. 
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68. I have acknowledged the multi-disciplinary nature of the 

communities, whose knowledge and participation is essential to 

success, in developing understanding and skills across society and 

across national and international business boundaries. 

 

69. Achieving a confident, secure, democratic, information age 

society, while protecting individual and community freedoms, 

depends on an effective collaborative approach. Over past years, the 

track record of collaborative enterprises has been poor, largely 

because the following principles have not been followed by the 

participants: 

 

a) Clarity and full agreement on the objective 

b) Clarity in accountability 

c) Clarity in the schedule 

d) Sufficient resources 

e) Effective leadership and a lean governance structure 

f) Commitment to succeed  

 

70. Achieving the objectives set out in the National Security Strategy 

depends on Government leadership in terms of policy and strategy, 

with genuine support and engagement from major communities of 

interest: initially, national, but international, wherever feasible. Such 

an approach demands a clear statement of government policy, 

underpinned by strategies for addressing the skills needed by the 

UK‟s citizens and by the private sector. The policy framework seems 

likely to emerge as the National Security and the Cyber Security 

Strategies evolve.  

 

71. Developing the skills, training and education strategy must be a 

high priority. It offers challenges and opportunities for government, 
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industry and academia. As I have explained, success will depend on 

an effective co-ordinated approach between trusted parties, having 

agreed a clear, common, objective. 

 

72. In conclusion I offer the following response to the question that I 

posed initially – “How can the science, technology and business 

management communities play a leading role in shaping an uncertain 

environment?” 

 

Building on the experiences of the Royal Holloway Information 

Security Group and other enlightened communities: 

 

 Teaching and communicating to the wider national community 

that information, knowledge and data are key business assets: 

o bearing significant benefits and risks for employers, 

employees and private users 

o requiring attention of executive board members, applying 

the same degree of rigour that is applied to other major 

risks 

 Actively seeking IA and Cyber related research opportunities 

with private sector and government sponsors and, where 

feasible, developing partnering approaches to contracting 

 From an invigorated research base, defining and developing, 

with government and private sector partners, educational and 

training solutions for large and small enterprises, ensuring that 

they address the likely availability of mid career staff. 

 Encouraging and rewarding the establishment of innovative 

cross-disciplinary links within and between universities across 

the UK and, where appropriate, overseas 
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 Ensuring that the ethical and legal perspectives are fully and 

urgently addressed in parallel with technology issues 

 Ensuring that the approval process for new courses and for 

modifying existing courses matches the tempo of the ICT 

environment 

 Linking with and Inspiring: 

o Schools 

o Other national and overseas universities 

o Institutions and associations 

o Charities 

o Private sector 

o Public sector 

o Regulatory and accreditation bodies 

 

This is a genuinely exciting set of opportunities. But the scale of 

effort required to achieve success is substantial and calls for 

determination, co-ordination and real commitment across these 

communities.  

 

It seems to me that Royal Holloway and the ISG, under the leadership 

of Prof Fred Piper and his colleagues within and beyond the College, 

have demonstrated what can be achieved. With the breadth of 

knowledge and experience within this audience, I am clear that we 

have, together, the capacity to play a truly leading role. 
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The Leadership Challenge and Business Opportunity for Academia. 

 

 

 To understand and re-define the educational requirements of the 

„customer community‟ – undergraduate & post-graduate 

students, researchers and employers 

 To encourage and reward the establishment of innovative cross-

disciplinary links between faculties 

 To plan and pilot a portfolio of courses underpinned by 

appropriate research 

 To explore innovative and cost-effective approaches to 

addressing the needs of potential students, both in employment 

and in secondary education 

 

THE LEADERSHIP CHALLENGE FOR ACADEMIA 

 

 

 

 

 


